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iHcbopMaUIMHMX TEXHONOT N

* BonbLwoe KonM4ecTBo UCTOYHMKOB M 00bEMOB CODbLITUN

* ObecneyeHne rapaHTMPOBaHHOIO cbopa cobbITUIN N3 BCEX
NCTOYHMKOB

CeteBoe obopynoBaHue

Cuctembl be3onacHocTuU
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MobunbHble pecypchl

CepBepa
Paboumne ctaHuum
Cuctembl aBTOpU3aumm
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DyYHKUNN KOHHEKTOPOB

o Hopmanusauus u ai 1 cobbl

IR

o MapaHTuns n 6esonacHoCTb gocTa

|

o KOHTpOsnb LEenoCTHOCTH -

il

o XpaHeHue B criydyae paspbliBas CBA3N

|
1\

.ﬂ’
I W‘f

| M'

S
|r
|

o [MOKOCTb MHTErpaunm ¢ UHPPaCTPYKTYpO
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o Cbop c HecTaHOapTHbIX NCTOYHUKOB U MO cobcTBEHHOM
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| Hopmanusauns - eqUHbIN
o Texion gpopmar cobbITUN

O6bI4HbIM PopMmarT...

Jun 02 2005 12:16:03: %PIX-6-106015: Deny TCP (no connection) from
10.50.215.102/15605 to 204.110.227.16/443 flags FIN ACK on interface outside

—— — —

EgnHbin CEF popmar _—

/Informational/
6/17/2009 9:29 [ b= CISCO Pix IAccess [Firewall [Failure Warning

/Informational/
6/17/2009 9:30 | B=g)4 | NetScreen Firewall/VPN /Access/Start [Firewall [Failure Warning

/Informational/
6/17/2009 9:31 [pl=y) CISCO Pix IAccess [Firewall [Failure Warning

/Informational/
6/17/2009 9:32 [ b=).  NetScreen Firewall/VPN /Access/Start [Firewall /Failure Warning

v AocTynHo

v He3aBMCMMO OT MCTOYHMKOB
v HapeXHOCTb AN1A NOCNEeAYIOLEro aHa m3a



ApxutekTypa KOHHEKTOPOB

NcTo4uHnk

CobbITus s o

SmartConnectors Connector Appliance ArcSight Logger

;]_ C6op CoﬁbI;rVIVI, SmartConnectors, Logger
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Correlation engine
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3. Koppensuwnsa

Kateropuu CobbiTuin o @ e

MOHUTOPUHT 1 ' Pabouas AHanun3 NHUMOEHTOB

paccnenosaHne obnactb N OTYET XpaHeHue un a
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yrpaBreHue

Cxatbint INo

Cache/Batch| Encryption |

ArcSight KoHHekTOpb
OnpepeneHne nNonocel

nponyckaHus ArcSight Logger

OcHoBaH Ha pekoMmeHaaumsx ctangapta NIST 800-92 no Log—arperaumm




Apr 22 1bk:53:45 tweek
sshd[129851: Failed

password for root from
192.1k4.40.247 port

52385 sshd

—

Oracle

Isystem

User Name:
| —
Password: Imﬂ"ﬂ

Host String: I

Log On to Windows

Copyright © 1985-2001
Microsaft Corporation

User name: | Administrator

Password; |

Logon Message

' The system could not log you on, Make sure your User name and domain are correct, then type your passward
again, Letters in passwords must be byped using the correct case,
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Event | Details | annatations | Fayioad |

Event | Dietails || Annakations || F‘ayload|

Event | Dietails || Annakations || F‘ayload|
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_uEvent
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- [sfatart Time 3 Jul 2005 13:27:44 CDT

3 Jul 2005 13:27:44 CDT

_:ﬂ.ﬁ.ggregated Ll

HeypauHbin Bxo,

Windows
HeynayHbin Bxop B cucre

orrelated E... |0
]Eategury
F ----[]Categor... ITnfarmationaliw arning
— - JZ|cateqor... |fauthentication/verify
— ----[]Categor... IOperating System
J#|categor... [Failure
: ]Categor... [HostjOperating System
= i----[]Categor. . |A Failed login to an operating system occured,
f#j--ﬁgThreat
w Beprioiey  [10
= jEpevice
- [ElDevice E... |[Security
----D@Device H... |hrwebdl.br.east, arcnet. com
----DE‘DB\-‘iCE &, |172,16.1.10
- [ElDevice ¥... [Microsoft
- [ElDevice ... |Microsoft Windows
=-FA Attacker
----Eﬁﬁ.ttacker .. [deskkopZ7.ny2.east, arcnet. com
- FAnttacker ... |10.0.113.27
[—j--E]Target

----ETarget H...

hrwebdl.hr.2ast, arcnet. com

----E]Target B

172.18.1.10

#- !}Device Cust...
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OUNbTPaLNEA - nckrioue
onpeneneHHbIX cCobbITUN, COOTBETCTBYIOL
KpUTEPUAM

* Arp e Fa L', NA Firewall events
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Source port: 1385

"i\ ? Destination IP: 30.30.30.
Destination port; 80

% Device action: pass

Aggregated event T Source IP: 65.65.65.65
Source port: 1355
Destination IP: 30.30.30.30
Destination port; 860
Device action: pass
Aggregated event count: 10
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iHcbopMaUIMHMX TEXHONOT N

o Log file FlexConnector

o Regular expression FlexConnector
o Time-based and ID-based database
o Multi-database

o SNMP FlexConnector

o Syslog FlexConnector

o Extensible Markup Language (XML)
FlexConnector
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NHTerpayuns

CToeu4Hble KOMMNJIEeKCbI JlecKkTonbl AnA yaaneHHbIX naowanokK B Buge MO

MpenmMmyuiecTBo: HE3aBUCMMOCTb aHasiM3a OT TUMNOB YCTpOﬁCTB
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y_kalinchuk@svit-it.com.ua
WWW.SVit-it.com.ua
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